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Abstract 
 
 This article aims to discuss the tension between location aware mobile social media, 

specifically family tracking applications, and its implications on privacy in public spaces.  With 

so many different types of locative mobile social network technologies available, at what point is 

the line crossed between applications being a safety tool and being a way for parents to covertly 

stalk their children?  It is found that if a location-based application must be used for safety 

purposes, the type of application should be chosen based on how trusting the parent-child 

relationship is.  
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Introduction 

Location aware mobile technologies have changed the way people use public spaces 

today.  Public spaces used to be places where people could freely mingle without any knowledge 

of who might be there or who might be tracking their location.  However, now these new 

technologies are changing the way people use public spaces.  Instead of going to a favorite bar or 

park and running into “familiar strangers,” people can track where “friends” are through mobile 

apps and arrange to meet them at a specific location (Humphreys, 2008, p. 352).  Ichiyo Habuchi 

refers to this phenomenon of people being in constant communication with each other as the 

“telecocoon” (Varnelis, 2008, 22).  In the past, public spaces involved interacting with the 

public, now “the telecocoon maintains intimacy at a distance, facilitating private encounters in 

public spaces” (Varnelis, 2008, 22).  

Smart phones are flooded with social applications designed to facilitate social 

interactions through either “checking in” to certain locations or simply having a constant tracker 

showing “friends” on the app every movement made.  More recently, as people have discovered 

the advantages of knowing someone’s every move, applications have been developed to hone in 

specifically on tracking.  Whereas the social apps are not primarily used to watch people’s 

constant locational changes, applications designed for safety are purely for that purpose.   

Parents are becoming increasingly concerned about their children’s safety in public 

spaces.  While the cell phone acts as a security blanket wherein parents can be in constant 

communication with their children, texting is not always viewed as an adequate method.  Often, 

parents want to know the exact whereabouts of their children at all times.  Texting can be 

deceitful in that there is no confirmation in the validity of what is said or that even that the child 

wrote it.  In an extreme case, if the child was abducted, messages could be sent from their phone 
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informing their parents how they were some place safe when in fact they were not.  Being able to 

simply look on a map and see that the family is out of harm’s way has its advantages.   

Naturally, tracking people raises many important questions about privacy and how the 

use of public spaces changes due to this.  This paper discusses the tensions in using location 

aware mobile technologies within the family and their subsequent effects on surveillance within 

public spaces.  The main issue with privacy involves who has access to what information.  In the 

case of family tracking applications, where is the line between safety and potentially stalking?  

While some applications allow people to accept the tracking request, others do not allow the user 

to see who is following him or her, and even more are completely covert.  Parents have the 

ability to track their child’s phone without the child having any knowledge of it.  Safety is 

always a priority for parents, but at what age does the child have a right to privacy in public 

spaces?  Additionally, knowing a phone is being tracked may change the way people interact 

within the public space.   

 

Literature Review 

 The advent of mobile phones changed the use of public spaces.  Mobile phones have led 

to both increased efficiency and increased livability in urban spaces, creating coordination 

opportunities where there have not been before.  Evans-Cowley (2010) emphasizes how the 

decentralization of decision making caused by having input from others leads to increased 

opportunities to meet new people (Evans-Cowley, 2010).  When people travel into public spaces 

they now “..take with them their entire social community…” (Gill, Grundy, Pain, 2005, p.814).  

In a study by Evans-Cowley (2010), she explores the potential uses of locative mobile devices 

and cites an article about urban planners using mobile phones to encourage citizens to voice their 
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opinions on the air quality in their locations (Evans-Cowley, 2010).  This same idea can also be 

applied to tracking foot traffic patterns throughout urban areas.  By getting first hand data on 

where people walk, public spaces can be made more efficient and safer.   

 The concept of a decentralized decision making process is the grounds for all locative 

mobile social networks (LMSN).  People no longer make decisions on their own, but rather 

influenced by where their friends are through connections on location aware devices.  These 

networks connections can be broken down into a series of parts.  First, a network involves a 

series of nodes that interact of connect to each other in some form.  The LMSN networks are 

unique because they exist in hybrid spaces—spaces that can be both virtual and existent places 

(de Souza e Silva & Frith, 2010).  Additionally, they are available for anyone to download who 

has a cell phone subscription; therefore the networks they create are open.  But most importantly, 

“LMSNs refer specifically to those types of applications that employ location awareness in order 

to visualize the physical location of the nodes of a social network (people) on a map on the 

mobile screen” (de Souza e Silva & Frith, 2010, p. 487).  In other words, as long as people do 

not log out and, depending on whether the application is anonymous or eponymous, and 

continually post their location, the network will last forever.   

Where tensions begin to arise is in the distinction between anonymous and eponymous 

interfaces and how their differences change the way users interact with them.  Anonymous 

interfaces essentially allow users to hide in the masses of other users.  For example, the social 

app “Citysense shows density-distributions of where people are, offering a ‘heat map’ of the city, 

where hotspots are higher-density concentrations of people” (de Souza e Silva & Sutko, 2011, p. 

810).  The anonymous system thrives because it allows people to generalize where the “cool” 

places to go are while keeping their identity hidden.  This “heat map” phenomenon is what de 
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Souza e Silva and Sutko refer to as “street socialbility,” seeing a place in a positive light because 

of the people you are with at that place or the people you see at the place who you may not know 

(de Souza e Silva & Sutko, 2011, p. 809).  On the other hand, eponymous LMSNs identify their 

users with names and locations.  People on the app can see exactly who is where at any given 

time.  Many eponymous apps, however, allow the user to broadcast their location “to many 

[users], rather than direct one-to-one texts or voice calls” which feels more impersonal and 

“…some might say less face- threatening” (de Souza e Silva & Sutko, 2011, p. 814).  Although a 

name is associated with the post, not sending it directly to one person allows users to feel more 

anonymous.  

In Humphrey’s (2008) study on Dodgeball, an eponymous LMSN app, she found “that 

known people in even an unknown place will make that place more attractive to a user. The user 

sitting at home will feel more compelled to visit a new” location, provided friends are there (de 

Souza e Silva & Sutko, 2011, p. 816).  Dodgeball creates what Humphreys refers to as a “third 

space,” which is characterized by where and between whom a physical interaction will occur 

(Humphreys, 2008, p. 351).  More specifically, third spaces “facilitated through Dodgeball are 

itinerant spaces for regular informal sociality” (Humphreys, 2008, p. 351).  This concept 

exemplifies the idea discussed in de Souza e Silva and Frith (2010) about LMSN changing the 

goal of networks from convening at a public space to emphasis on how one arrives at the space, 

the main concern of parents when it comes to child safety. 

The line between what is public and private has blurred over the past few years as mobile 

phones became more widely used.  Public spaces can be defined as “open uncontrolled spaces” 

while private spaces, in contrast, are those that are “secluded controlled spaces” (de Souza e 

Silva and Frith, 2010).  The literature argues that location aware mobile technologies “allow 
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users to create local information tat might be shared with other in the vicinity…” (de Souza e 

Silva and Frith, 2010, p. 507).  This implies that users are the ones decided when information is 

shared versus kept private.  What it lacks to note, however, is that this is only true for opt-in 

systems.  Many of the location based technologies simply show a map to all other users with an 

exact location, as discussed above.  A person’s locational information is no longer considered a 

private entity at this point, but being in a public space at all subjects that user to being seen in 

person anyway, which also negates privacy.  

As parents feel more inclined to keep a “virtual leash” on their children, the question 

becomes not whether to use location aware technologies or not, but rather to use autonomous or 

eponymous applications and if the child should know they are being tracked (Jiow and Lin, 

2013).  The need to track a child often stems from fear of safety, and “some have suggested that 

these fears are well founded, in the view of the risks that young people face from adults, from 

other young people and from dangerous local environments”—i.e. certain public spaces (Gill, 

Grundy, and Pain, 2005, p. 815).  While the some parents feel tempted to track their child 

secretively, Jiow and Lin (2013) emphasize the need for disclosure, pointing to four main 

reasons that in the long-run trust will result in a healthier parent-child relationship (Jiow and Lin, 

2013).  First, the more a child trusts their parents, the more information that child will disclose.  

In other words, an open relationship with the child will result in less need for the child to hide 

their whereabouts.  Second, the optimal level of parent-child bonding involves high care—

emotional support—and low overprotection—excessive contact and prevention of independent 

behavior (Jiow and Lin, 2013).  Third, “children’s perception of privacy invasion by parents has 

a negative effect on disclosure” (Jiow and Lin, 2013).  Last, children view parental monitoring—

or tracking—as their parents not trusting the disclosure system, therefore negatively effecting 
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disclosure patterns (Jiow and Lin, 2013).   

Based on these criteria, an eponymous system involving opt-in and opt-out tracking and 

friend circles would be the best system for parents to use if they so chose to monitor their child’s 

locative whereabouts.  Locative mobile social networking applications such as “Find my 

Friends,” a GPS based application build in to every iPhone, is a perfect tool.  Users must accept 

requests before people are granted permission to view their location, and the user has the ability 

to “hide location” if he or she does not wish to share their location at a given point in time.  

Additionally, the user does not have to consciously think about posting locational updates, as 

with Four Square, in order to show their location.  With this, parents can open the application 

and watch as their child travels.   

The decision to use covert versus overt surveillance technologies should rely on the level 

of trust between the parent and child.  The literature points to three main factors the influence 

trust: concerns about a child’s beliefs and values, if the child has done anything in the past to 

consider him untrustworthy, and the level of knowledge the parents have about a child’s daily 

activities, which involve the disclosure systems discussed previously (Abbas, Aloudat, Michael, 

and Michael, 2011).  Based on the level of parent-child trust, it is suggested that information 

sharing be done in one of four ways.  First, the child can freely disclose information to the 

parents (Abbas, Aloudat, Michael, and Michael, 2011).  Second, the child can be prompted by 

the parents to disclose the information (Abbas, Aloudat, Michael, and Michael, 2011).  Third, 

certain guidelines or rules can be implanted in which the child is required to relay certain 

information to the parents (Abbas, Aloudat, Michael, and Michael, 2011).  Fourth, the parents 

can use covert location aware devices to monitor the child’s actions and behaviors (Abbas, 

Aloudat, Michael, and Michael, 2011).  
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However, the short-term advantages of tracking secretively can be appealing.  If the child 

is ignorant of the surveillance, no behavioral change will be made and the parents can get a true 

perspective on where the child travels.  Another benefit to keeping the child unaware of the 

tracking is to protect him or her from the fear of not being safe.  For instance, in a scenario 

presented by Abbas, Aloudat, Michael, and Michael (2011), the parents are concerned about a 

recent kidnapping incident that took place near their child’s school.  Their son walks to and 

home from school every day and has consistently been safe, but upon hearing about location 

aware mobile technologies, the parents feel that being able to monitor his walks would help them 

gain a sense of security while not scaring their child.  This continual monitoring may provide 

peace of mind for the parents, but some argue that the child has a right to privacy within public 

space.  Furthermore, if the parents are tracking a cell phone, it can relay false data if the child 

lends the phone to a friend or loses the phone.  The parent will then be concerned when there is 

no reason for alarm.  Lastly, if the child finds out about the covert surveillance the trusting 

relationship between the parents and child will be ruined.   

“Überveillance is an exaggerated, and omnipresent 24/7 electronic surveillance” 

technique that is considered to hinder the development of a child (Abbas, Aloudat, Michael, and 

Michael, 2011, p. 25).  Part of child development is street smarts.  If children never feel they are 

alone, they will not develop the necessary skills to survive when they are no longer being 

monitored. While the above scenario seems to allow parents the ability to “protect their child 

from society, parents can simultaneously be impeding their child’s development, and the manner 

in which they view the role of trust in relationships” (Abbas, Aloudat, Michael, and Michael, 

2011, p. 25).  The other side of the argument says that perhaps the world would be a safer place 

if everyone knew their parents were watching.  People would not travel to places outside of those 
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they are supposed to, would not lie, or generally would not behave in a manner than they knew 

could be traced back to them.  If every person knew that at any point someone could look down 

at a phone and see him or her on a map, they would do as they are supposed to. 

Conclusion and Discussion 

 This paper aimed to reveal and discuss some of the privacy concerns with locative mobile 

social networks and their use within family safety.  The line between what is considered public 

and private within public spaces has started to blur ever since the invention of the cell phone.  

Now, with GPS technologies built into mobile devices, it is easier than ever to see someone’s 

exact location on a map and watch that person move.  One of the tensions this essay focused on 

is at what point does the technology use change from a helpful safety application to an invasion 

of privacy. 

 The distinction between anonymous and eponymous and opt-in versus opt-out application 

types plays a key role in what can be considered public information.  With the anonymous apps, 

users names are not given, but their location still is.  While this allows people to somewhat hide 

from the public, it still allows for a potential ability to follow someone’s every movement.  

Eponymous applications give a users name but often have an opt-in policy, in that a location is 

only shared if the user actively shares it.  The main problem arises with covert applications.  

Parents may use a mutual location sharing application to monitor their children, but what 

happens what the child does not know he or she is being tracked?  Some of the literature argues 

that this impedes the child’s “street smarts” development.  Others make the case that depending 

on the level of trust between the parent and child, covert tracking may be the best available 

option.   
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Implications and Future Directions 

 People are becoming increasingly aware of the privacy concerns associated with new 

location aware technologies.  While social uses cover one aspect of this technology, tracking 

people in the name of safety raises many more issues.  The sole purpose of family locator 

applications is to follow people’s movement, a phenomenon that has never been publically 

available before.  The concept becomes even more disturbing when it comes to privacy concerns 

because some applications allow users to monitor people without their permission.  Although 

parents want their children to be safe, should tracking their every step be the solution?  Future 

research will show what affect varying levels of parents tracking their children have on child 

development, parent-child trust, and privacy.   
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